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Public line, 020 7035 3711

Email info@ipt-uk.com

Web: www.iptuk.com

Graham Webber

Head/ Offices ofthe Interception of Communications and Our refs1PT/15/110/0H

Intelligence Services Commissioner

Date: 4o August 2017

Dear Me Webber,

and Bulk Personal Datasetsle Communications

Thankyou for your letter of2 June 2017.

enclose a copy of the transcript of Day 4 (9 June 2017) of the recent hearing before the Tribunal T also

enclose a copy of the amended $” witness statement of the GCHQ witness, the Claimant's Request for

Funter Information of the 5o witness statement and the Respondents’ Reply to that Request for Further

Information (exhibited to which is an extract from the Compliance Guide published in November 2016)

Requestfor information

‘The Claimant made preliminary submissions about the oversight provided by the Commissioners in relation

to BCD and BED shared with industry partners at pp. 144-177 of the transcript In summary, the Claumant's

subession is that the Commissioners have not taken active steps to carry out audit ofindustry sharing and

the oversight provided to date has not been adequate because the Commisstoners have not an fact carried

any audit or oversight of industry sharing, The Claimant contends tet in the absence of ex ante judicial or

independent appeoval of sharing, an active programme of audit and inspection of industry Shang 3s

required both under the ECHR and as a matter ofEU law.

The Claimant has also invited Cou

appropriate along the same lines

agencies

sel to the Tribunal to investigate and make CLOSED submissions af

relation to sharing with foreign partners and UK law enforcement

‘This leer is sent pursuantto section 68(2) of RIPA 2000

Industry sharing



The Tribunal requests a response to the following queries. Please answer these questions solely by

reference to the shanng of bulk datasets (ie, BPD / BCD), es opposed to the shanng of any other

intelligence material.

A bulk personal dataset means “any collection of data which. comprises personal data as defined by

section 1(}) of the Data Protection dct 1998, relates to a wide range ofindividual, the majority of whom

are unlikely to be of intelligence interes [and] is held. or acquired forthe purposes of holding, on one or

more analytical spstems within the Security and Intelligence Agencies” USC (Addional Review Functions)

(Bulk Personal Datascts) Direction 2015). BPDs may be acquired by a variety of means, imeluding by

interception.

In addressing “sharing, please bear in mind that shang may involve thetransfer of bulk data by GCHQ to

2 third party's premises or sharing that i effected by GCIIQ providing a third party with accessto bulk data

while the data self is retuned within GCHO premises Please consider both species of sharing in your

answers,

fonets first become aware ofthe pra

industry partners? How did the Comnenissionets find this out?

oF GCH ofsharing datasets with

‘What did the Commissioners do when first informed of his type of sharimg to ensure Dat x was

subjected to active oversight (je. actual audit and review of the conduct of industry partners, rot

merely being within the scope ofoversight in principle)?

Why have the Commissioners “[nJever conducted a formal inspection or audit of industry.”

etterof 2 June 2017)?

4 DoteCo in thefuture? so, when?

5. Have the Commussioners ever 1

partners, including the types of

pected audited what data has in fact boom shared with industry

a and its potential intnusiveness?

Have the Commissioners ever inspected or audited the procedures and safeguards adopted for

sharing with industry partners and the use ofsuch data by industry partners?

Have the Commissioners ever nspected or audited whether those safeguards are complied wah

8 Ave the Commissioners aware of what use has in fact been made of shared datasets

pren?

industry

Do industry partners make and keep records adequate to enable the Commissioners to examine

whether each search or other processing, analysis of use of bulk data by industry partners is

necessary and proportionateand whether al he appropriate safeguards are complied with?

10, What steps have the Commissioners taken to audit (and ensure that industry partners minimise)
‘what David Anderson QC calls the “privacy farine” ofdata shared with and used by industry

partners (Bulk Powers Review $9.23)? In particular, have the Commissioners examined whether

procedures could be amended to reduce privacy intrusionby industry partners? Lf so, what were the

results ofthe examination ofthis issue?



11 The Clasmant notes that “GCHO's systemsdo not currently enable us easily to conducta similar
audit of their analysts’ use of BCD” Does the same apply to use of data by GCHQ's industry

partners?

Do industry parmers comply with retention, storage or destruction requirements? Io, how do the

Commissioners know this?

Do industry partners li

Iso, how do the Com

ft their use of bulk data to work that is strictly necessary and proportionate?

joners knew this?

For the reasons set out ia previous cortespondence, the Comumssioners are asked to provide an OPEN

response To the extent that it is not possible to address any of these issues in OPEN, please provide a

CLOSED response.

ng itl UK law cnforcementagencies and foreign parincrs

The same issues arise in relation to any sharing of BCD and BPD with UK law enforcement agencies and

foceign partners, The Commissioners are asked to provide a response (intially inCLOSED) responding to

the same questions about audit of use of BCD and BPD (fit occurs) by UK and foreign parmer agencies

‘The Tribunal asks that you respond o this requestby 18" September 2017.

Yours sincerely

Sie Michael Burton

President of the Investigatory Powers Tabuaal
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